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1. INTRODUCTION

1.1 Purpose and Scope

This document highlights the changes in Oracle Communication Policy Management Release 15.1 that may have
impact on your network and should be considered during planning for this release implementation.

1.1 Disclaimers

This document summarizes Oracle Communication Policy Management Release 15.1 new, and enhancement
features as compared to previous release of 15.0.x and the operations impacts of these features, at a high level.

NOTE: Feature implementations may change slightly during product test.

1.2 Glossary

This section lists terms and acronyms specific to this document.

Table 1: Acronyms

Acronym Definitions
3GPP Third-Generation Partnership Project
AAA Authorize-Authenticate-Answer
AAR Authorize-Authenticate-Request
ADC Application Detection and Control
AF Application Function
AMBR Aggregate Maximum Bit Rate
ARP Allocation Retention Priority
AVP Attribute Value Pair
BSS Business Support System
CALEA Communications Assistance for Law Enforcement Act.
CCA Credit-Control-Answer (CC-Answer)
CCR Credit-Control-Request (CC-Request)
CMP Configuration Management Platform
CSCF Call Session Control Function
DCC Diameter Credit Control
DPI Deep Packet Inspection
DRA Diameter Routing Agent
DSR Diameter Signaling Router
FRS Feature Requirements Specification
GBR Guaranteed Bit Rate
GUI Graphical User Interface
HA High Availability
HSS Home Subscriber Server
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Acronym Definitions
HTTP Hypertext Transfer Protocol
HW Hardware
IE Internet Explorer
IMS IP Multimedia Subsystem
IP Internet Protocol
IPv4 Internet Protocol version 4
IPv6 Internet Protocol version 6
JSON JavaScript Object Notation
KPI Key Performance Indicator
LAN Local Area Network
LDAP Lightweight Directory Access Protocol
LI Lawful Intercept
LIMF Lawful Intercept Mediation Function
LVM Logical Volume Manager
MA Management Agent
MCD Media Component Description
MP Message Processor
MPE Oracle Multimedia Policy Engine
MPE-R Oracle Multimedia Policy Engine — Routing Mode
MPE-S Oracle Multimedia Policy Engine — Serving Mode
MRA Oracle Multiprotocol Routing Agent
MS Mediation Server
NFV-MANO Network Function Virtualization Management and Orchestration
NFVO Network Functions Virtualization Orchestrator
NOAM Network OAM
NW-CMP Network-Level Configuration Management Platform
OAM Operations Administration Maintenance
0cCs Online Charging Service
oM Operational Measurement
0SSl Operation Support System Interface
PCC Policy and Charging Control
PCD Policy Connection Director
PCEF Policy and Charging Enforcement Function (GGSN, PGW, DPI)
PCRF Policy Control Resource Function (Oracle MPE)
P-CSCF Proxy CSCF
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Acronym
PDN Packet Data Network
PGW Packet Data Network Gateway
PNR Push-Notification-Request
PUR Profile-Update-Request
Qcl QoS Class Identifier
QoS Quality of Service
RAR Re-Auth-Request (RA-Request) SUPL
REST Representational State Transfer
ROB Release of Bearer
S-CMP Site-Level Configuration Management Platform
S-CSCF Serving CSCF
SGW Serving Gateway
Sh Diameter Sh Interface
SMPP Short Message Peer-to-Peer
SMS Short Message Service
SNR Subscribe-Notification-Request
SPR Subscriber Profile Repository
STA Session-Termination-Answer
STR Session-Termination-Request
SRA Successful Resource Allocation
TDF Traffic Detection Function
TPS Transactions Per Second
UDR User Data Repository
UE User Equipment
UMCH Usage Monitoring Congestion Handling
VIM Virtual Infrastructure Manager
VM Virtual Machine
VNF Virtual Network Function
VO Verification Office
XML Extensible Markup Language
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2. OVERVIEW OF POLICY MANAGEMENT RELEASE 15.1 FEATURES

The following enhancement is added in Policy Management Release 15.1:

Enh 39868819 - Enhanced High-Availability Role Visibility

OCPM 15.1 introduces hierarchical high-availability role of each CMP, MPE, and MRA server - Hier Role.

This is displayed in Topology Settings, Cluster Information reports, and Upgrade Manager. The displayed role
provides a clearer view of each server’s position within the HA hierarchy and its relationship to the active and
standby sites. This improves operational awareness during day-to-day monitoring and assists operators in
validating server roles before and after maintenance, upgrade, promotion/demotion, and failover activities.

The Hier Role is displayed as two abbreviated role components separated by a slash (*/).
The first component identifies the site role, and the second component identifies the node role within that site.

For the CMP configurations covered by this guide, the Hier Role maps to the existing Server Status as follows:

Hier Role | Site Role | Node Role | Server Status
Act/Act Active Active Active
Act/Stb Active Standby Standby
Stb/Act Standby | Active Spare
Stb/Stb Standby | Standby Spare
00S/00S | 00S 00S 00S

Enh 39868846 - Site-Level Forced Standby for Georedundant Deployments

OCPM 15.1 enhances existing Forced Standby feature scope to support of site-level Forced standby for geo-
redundant deployments. When all configured servers at a site are placed in forced standby, OCPM treats the site
as standby for the relevant cluster group.

This supports controlled movement of active service to a viable peer site for planned maintenance, while
retaining the servers as members of the cluster.

Confidential - Oracle Restricted \Employees Only



Confidential - Oracle Restricted \Employees Only

Network Impact Report

2.1 Policy Management Software Changes

211

Software Components

Components

Releases

Policy Management

15.1.0.0.0_23.1.0

TPD 64 Bit

8.10.1.13.0_150.36.0

comMmcoL

8.1 (COMCOL 8.1.0.39.0-14261)

2.1.2 UDR and SPR Product Compatibility

Products

Releases

Compatibility

Oracle Communication UDR*

12.4 or higher

MPE via Sh interface and CMP via
RESTful API. Use of Profile V2, Profile
V3, and Profile V4 schemas.

*NOTE: Policy R12.4 does not support Oracle SDM SPR Release 9.3.1.

2.2 Policy Management Software Upgrade/Backout Overview

While performing the Policy software upgrade/backout procedures, it is expected that the CMP clusters, MRA
clusters, and MPE clusters are running different software releases.

2.21

Supported Software Upgrade/Backout Paths for Release 15.1

Figure 1 shows the supported upgrade Path for Release 15.1

Figure 1 Supportd Upgrade Path

15.0.x

Policy Releases of

Upgrade
< Backout

Policy Release

15.1

The system must be on release 15.0.x prior to upgrading to this release (15.1). This applies to wireless line.

15.1 Upgrade Paths. Mechanism used is ISO upgrade for all the upgrade paths.

15.0.0.0.0t0 15.1.0.0.0
15.0.0.1.0t0 15.1.0.0.0
15.0.0.2.0t0 15.1.0.0.0
15.0.0.3.0t0 15.1.0.0.0
15.0.0.4.0t0 15.1.0.0.0
15.0.0.5.0t0 15.1.0.0.0
15.0.0.6.0t015.1.0.0.0
15.0.0.7.0t0 15.1.0.0.0
15.0.0.8.0t015.1.0.0.0
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e 15.0.09.0t015.1.0.0.0
e 15.0.0.10.0to 15.1.0.0.0

NOTE:

e |tis recommended to upgrade from version 15.0.0.7.0 or later as it requires only minor prerequisite
steps to upgrade to 15.1.0.0.0.

e When upgrading from versions 15.0.0.0.0 through 15.0.0.6.0, UB Logic must be disabled before
proceeding with the upgrade (Disabling UB logic requires server reboot). For detailed instructions, refer
to the OCPM Upgrade Guide.

e [f the official upgrade paths mentioned in the release documents of each supported version is not
followed, please contact Oracle Support before migrating to 15.1.

2.2.2 Mixed Version Policy Management System Expectations

The system that is running 15.0 /15.1 mixed configuration supports the performance and capacity of 15.0 /15.1
respectively. The mixed version Policy Management configuration supports Release 15.0 /15.1 features
respectively.

In the mixed version Policy Management configuration, Release 15.0 /15.1 CMP has these general limitations:

e Policy rules should not be changed while running in a mixed version environment. If it is necessary to
make changes to the policy rules while running in a mixed version environment, changes that do not
utilize new conditions and actions for the release can be installed. However, these rules should be
reviewed by you and Oracle before deployment to verify that the policies do not use new conditions or
actions.

e The support for configuration of MPE and MRA servers is limited to parameters that are available in the
previous version. Specifically:

o Network Elements can be added.
o Advanced Configuration settings that were valid for 12.6.1.x/15.0 may be changed.

NOTE: Replication between CMP and DR-CMP is automatically disabled during migration of CMP and DR-CMP
from 15.0 to Release 15.1. The replication is automatically enabled after both active CMP and DR-CMP are
upgraded to Release 15.1.

CMP MRA MPE

Policy Management Release Release Release
Components 15.1 15.1 15.1
MRA release 15.0 Yes Yes Yes
MPE release 15.0 Yes Yes N/A

2.2.3 Supported Software Releases Backout Support and Limitation

e After the entire Policy Management system is Upgraded to Release 15.1, you may decide that a backout
to the previous release is required. In that case, each individual server/cluster must be backed out.
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2.2.3.1

If it is necessary to backout multiple servers, it is required that the systems be backout in the reverse
order in which they were migrated. This implies that all the related component servers are backed out
first before the active CMP/NW-CMP and DR-CMP/NW-CMP can be backed out to the previous version.

After all the servers in the system are backed out to the previous release, the servers could be migrated
to another supported minor or major release for example, if all the servers in the Policy Management
system were backed out from Release 15.1 to 15.0.x, these servers could subsequently be upgraded to
Release 15.1.

Backout may be performed at any time after the migration, with these general limitations:
o Ifanew feature has been enabled, it must be disabled prior to any backout.

o Ifthereis an unexpected problem that requires backout after a feature has been enabled, it is
possible that transient subscriber data, which is changed by the new feature, may be impacted by
the unexpected problem. In this situation, those sessions cannot be guaranteed to be unaffected for
any subsequent actions (this includes any activity after the feature is disabled). This may prevent
data restoration by the SSDP feature during the backout. The impact of any unexpected problem
must be analyzed when it occurs to determine the best path forward (or backward).

NOTE: Although backout after feature activation is allowed, due to the number of possible
permutations under which new features may be activated, the only testing that is performed is
based on backout without new feature activation.

o Backout can only be used to go back one release. This restriction applies to all types of releases
including any major, minor, maintenance, or incremental release including minor releases of Release
15.0.

Backout Sequence

The Backout of Policy Management system from Release N+1 to Release N is generally performed in this order
(reverse of the Migration sequence):

NOTE: See the related migration/backout paths for more detail procedures. These procedures are not
documented in this document.

Release 15.1 to Release 15.0.x (Wireless mode only)

1.

2
3.
4

MRA clusters, including spare server if georedundancy is deployed.
MPE clusters, including spare server if georedundancy is deployed.
Standalone Primary CMP/S-CMP and Disaster Recovery (DR) CMP/S-CMP clusters.

If multi-level OAM is deployed, Primary NW-CMP primary cluster and Disaster Recovery (DR) NW-CMP
cluster.

2.3 Migration of Policies and Supporting Policy Data

The existing Policies configuration and Subscriber Session information is conserved during the migration.
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3. CHANGES BY FEATURE

No changes.
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4. PROTOCOL FLOW/PORT CHANGE

No Changes
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5. MEAL INSERTS

This section summarizes the changes to Alarms, Measurements, KPIs and MIBs. In the following inserts pertain
to Oracle Communications Policy Management Release 15.1.0.0.0_23.1.0 MEAL snapshot and deltas to earlier

releases 15.0.x.

The Policy Management GA Release is 15.1.0.0.0_23.1.0.

Note:
The Policy Product Release: 15.1.0.0.0 23.1.0

Base Distro Product: TPD Base Distro Release: 8.10.1.13.0_150.36.0

5.1 MEAL Deltas (Policy-15.0.0.0_20.1.0 to Policy-15.1.0.0.0_23.1.0)

Change Type MIB Module Notification Name Description 0ID

Added PCRF-ALARM-MIB comcolD! Standby Database updates are falling behind. Relaxing th i barrier to allow non-Stan(1.3.6.1.4.1.323.5.3.29.1.2.31132
Added PCRF-ALARM-MIB comcolD! Notify DB Replication Active to Standby i time. 1.3.6.1.4.1.323.5.3.29.1.2.31133
Added PCRF-ALARM-MIB comcolD ToSlaveFailureNotify DB Site replication to a slave DB has failed 1.3.6.1.4.1.323,5.3.29.1.2.31134
Added PCRF-ALARM-MIB comcolD! T ify DB Site replication from a master DB has failed 1.3.6.1.4.1.323.5.3.29.1.2.31135
Added PCRF-ALARM-MIB comcolDbSi D Standby Site Database updates are falling behind. Relaxingther barrier to allow non-§1.3.6.1.4.1.323.5.3.29.1.2.31136
Added PCRF-ALARM-MIB comcolDbSi ify DB Site latency has t 1.3.6.1.4.1.323.5.3.29.1.2.31137
Added PCRF-ALARM-MIB IDbLateWriteNotify Application wrote to d: hile HA role change from active was in progress 1.3.6.1.4.1.323.5.3.29.1.2.31149
Added PCRF-ALARM-MIB comcolDbt ify Database health 1.3.6.1.4.1.323.5.3.29.1.2.31150
Added PCRF-ALARM-MIB comcolDbHealth P failure 1.3.6.1.4.1.323.5.3.29.1.2.31151
Added PCRF-ALARM-MIB Unr U Network Detected 1.3.6.1.4.1.323.5.3.29.1.2.31217
Added PCRF-ALARM-MIB gl Y ASNMP 4 error 1.3.6.1.4.1.323.5.3.29.1.2.31261
Added PCRF-ALARM-MIB IHaBadSiteCfgNotify High availability site error 1.3.6.1.4.1.323.5.3.29.1.2.31288
Added PCRF-ALARM-MIB IHaBadCfgNotify High error 1.3.6.1.4.1.323.5.3.29.1.2.31322
Added PCRF-ALARM-MIB perfMIBI ProcmgrP d| Planned d [restart by qp_procmgr during HA state change. 1.3.6.1.4.1.323.5.3.29.1.2.70014
Modified PCRF-ALARM-MIB tpdCl ailure TPD Chrony Daemon Not Synchronized Failure 1.3.6.1.4.1.323.5.3.29.1.2.32115
Modified PCRF-ALARM-MIB tpdChronyD; ynch dError Server Chrony Daemon Lost Synch For ded Time 1.3.6.1.4.1.323.5.3.29.1.2.32340
Modified PCRF-ALARM-MIB tpdChronyD Server Chrony Daemon Never Synchronized 1.3.6.1.4.1.323.5.3.29.1.2.32341
Modified PCRF-ALARM-MIB tpdCl Server Chrony Daemon Not Syn 1.3.6.1.4.1.323.5.3.29.1.2.32509
Modified TEKELEC-TPD-ALARMS-MIB tpdCl Server Chrony Daemon Never Synchronized 1.3.6.1.4.1.323.5.3.18.3.1.2.42
Modified TEKELEC-TPD-ALARMS-MIB tpdChronyD h d! g Server Chrony Daemon Not Synchronized 1.3.6.1.4.1.323.5.3.18.3.1.3.10
Modified TEKELEC-TPD-ALARMS-MIB tpdChronyl D h dError Server Chrony Daemon Lost Sy For ded Time 1.3.6.1.4.1.323.5.3.18.3.1.2.41
Modified TEKELEC-TPD-ALARMS-MIB  [tpdChronyD: ail Server Chrony Daemon Lost Sync For ded Time 1.3.6.1.4.1.323.5.3.18.3.1.1.16

The MEAL spreadsheets can be found on the Policy Management Release 15.1 documentation page. All the files

are contained in a downloadable .zip file.

MEAL Snapshot: Policy-15.0.0.0 _23.1.0

- File name: MEAL_Policy-15.1.0.0.0_23.1.0.xIsx

MEAL Snapshot: TPD-8.10.1.13.0_150.36.0

- File name: MEAL_tpd-8.10.0.0.0_150.36.0.xIsx
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